Headnotes

to the Judgment of the First Senate of 14 July 1999
1 BVR 2226/94, 1 BvR 2420/95, 1 BvR 2437/95

. Article 10 of the Basic Law not only provides protection against the
state obtaining knowledge of telecommunications. It also protects
against information and data processing measures that follow after
the state permissibly obtained knowledge of such communications,
and against any subsequent use of this data.

. The territorial scope of protection under the privacy of telecommuni-
cations [guaranteed by Art. 10 of the Basic Law] is not limited to the
domestic territory. Rather, Article 10 of the Basic Law may also be ap-
plicable if telecommunications that take place abroad are intercepted
and analysed on domestic territory, which sufficiently links the inter-
ference to domestic state action.

. Article 73 no. 1 of the Basic Law grants the Federation the competence
to legislate on the interception, use and sharing of telecommunica-
tions data by the Federal Intelligence Service. However, Article 73 no.

1 of the Basic Law does not entitle the federal legislator to confer up-
on the Federal Intelligence Service powers that are aimed at the pre-
vention or prosecution of criminal acts as such.

. If the legislator authorises the Federal Intelligence Service to interfere
with the privacy of telecommunications, Article 10 of the Basic Law re-
quires that the legislator take precautions against the risks arising
from the collection and use of personal data. These precautions in-
clude, in particular, that the use of the information obtained be limited
to the purpose that justified the collection of the data in the first place.

. The powers conferred upon the Federal Intelligence Service under § 1
and § 3 of the Article 10 Act to monitor, record and analyse telecom-
munications traffic data in order to ensure early detection of serious
impending danger to the Federal Republic of Germany originating
from abroad and to provide intelligence reports to the Federal Govern-
ment is, in principle, compatible with Article 10 of the Basic Law.
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6. The sharing of personal data obtained through telecommunications
surveillance by the Federal Intelligence Service for its own purposes
with other authorities is compatible with Article 10 of the Basic Law. It
requires, however, that the data is necessary for achieving the purpos-
es pursued by the receiving authority; that the requirements applica-
ble to a change in purpose (BVerfGE 65, 1 <44 et seq., 62>) are met;
and that the statutory thresholds for data sharing observe the princi-
ple of proportionality.
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FEDERAL CONSTITUTIONAL COURT

-1 BVR 2226/94 -

-1 BVR 2420/95 -

-1 BVR 2437/95 -

IN THE NAME OF THE PEOPLE
In the proceedings

on the constitutional complaints of

1. Prof. Dr. K...,

— authorised representative: ...

against

Article 1 § 3(1) first sentence and second sentence nos. 2 to 6, § 3(3),
(4), (5), (7) and (8) of the Act of 13 August 1968 on Article 10 of the Ba-
sic Law (BGBI I, p. 949), in the version of the Fight Against Crime Act of
28 October 1994 (BGBI I, p. 3186), as amended by the Act of 17 Decem-
ber 1997 (BGBI I, p. 3108),

-1 BVR 2226/94 -,

2. a)Dr.W...,b)MrS...,

— authorised representative: ...

against

Article 1 § 1(1), § 3(1), (2) third sentence, § 3(3) to (8), § 7(4), § 9(6) of
the Act of 13 August 1968 on Article 10 of the Basic Law (BGBI I, p. 949)
in the version of the Fight Against Crime Act of 28 October 1994 (BGBI |,
p. 3186), as amended by the Act of 17 December 1997 (BGBI |, p.
3108),

- 1 BVR 2420/95 -,

3. a)of T... GmbH, b) of Dr. R...,

— authorised representatives: ...

against

Article 1 § 3(1) first sentence and second sentence nos. 2 to 6, § 3(2) to
(8) of the Act of 13 August 1968 on Article 10 of the Basic Law (BGBI |,
p. 949) in the version of the Fight Against Crime Act of 28 October 1994
(BGBI I, p. 3186), as amended by the Act of 17 December 1997 (BGBI |,
p. 3108),
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-1 BvR 2437/95 -
the Federal Constitutional Court — First Senate —
with the participation of Justices
Vice-President Papier
Grimm,
Kuhling,
Jaeger,
Haas,
Homig,
Steiner

held on the basis of the oral hearing of 15 and 16 December 1998:

JUDGMENT

1. § 3(1) first sentence and second sentence no. 5, § 3(3), (4), (5) first sen-
tence, (7) first sentence, (8) second sentence, and § 9(2) third sentence
of the Act on Article 10 of the Basic Law (the Act) revised by the Fight
Against Crime Act of 28 October 1994 (BGBI I, p. 3186), as amended by
the Accompanying Act to the Telecommunications Act of 17 December
1997 (BGBI |, p. 3108), are incompatible with Article 10 of the Basic
Law. Moreover, § 3(3) first sentence, (4) and (5) first sentence of the
Act is incompatible with Article 5(1) second sentence of the Basic
Law, and § 3(8) second sentence of the Act is incompatible with Arti-
cle 19(4) of the Basic Law.

2. For the rest, the constitutional complaints of complainants nos. 1, 2a
and 3 are rejected.

3. The constitutional complaint of complainant no. 2b is dismissed as in-
admissible.

4. [...]
REASONS:

A.

The constitutional complaints concern the powers of the Federal Intelligence Ser-
vice (Bundesnachrichtendienst) to monitor, record and analyse telecommunications
traffic and to share the data thus obtained with other authorities. The constitutional
complaints also challenge other provisions of the Act on Article 10 of the Basic Law
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(hereinafter: the Act) as amended in 1994 by the Fight Against Crime Act.

1. In its original version, the Act [...] already provided for the possibility of telecom-
munications surveillance (§ 1 of the Act). Surveillance was permissible in two forms.
§ 2 of the Act governed the gathering of intelligence on individual persons. According
to this provision, surveillance of individuals was permissible if there were grounds for
suspecting that someone was planning, committing or had committed certain partic-
ularly serious criminal offences that threatened the existence of the Federal Republic
of Germany or its democratic order. § 3 of the Act governed so-called strategic sur-
veillance, which served in particular to obtain situation reports on certain impending
dangers (drohende Gefahren) to the Federal Republic of Germany.

The proceedings at hand only concern strategic surveillance. Pursuant to § 3(1)
second sentence of the Act (former version), strategic surveillance was originally only
permissible to ensure early detection of a danger of armed attacks against the Fed-
eral Republic of Germany, and to avert such dangers. [...]

An essential feature of the measures restricting the privacy of telecommunications
pursuant to § 3 of the Act (former version) was that they did not specifically target
individual persons, which in any case would not have been technologically feasible at
that time, but served to obtain non-person-related intelligence to provide the Federal
Government with information concerning matters of foreign and defence policy. [...]

[..]

2. The [...] Fight Against Crime Act of 28 October 1994 (BGBI |, p. 3186) provided
for several amendments to the Act. [...]

The amendments expanded the purposes that could constitute grounds for surveil-
lance measures pursuant to § 3(1) second sentence of the Act. In addition to the dan-
ger of armed attacks (no. 1), the amendments added five further categories of danger
situations arising from different forms of criminal conduct with an international dimen-
sion. These categories were as follows: international terrorist attacks (no. 2), interna-
tional proliferation of military weapons and trading of conventional arms (no. 3), im-
porting narcotics into the Federal Republic of Germany (no.4), counterfeiting
committed abroad (no. 5) and money laundering in connection with the activities set
forth under nos. 3 to 5 (no. 6).

Yet, as regards these newly added statutory purposes of intelligence operations
carried out under the Act, surveillance is limited to wireless international telecommu-
nications traffic (§ 3(1) first sentence of the Act), for which the necessary technology
did not yet exist at the time the original Act was enacted. Wired telecommunications
may only be intercepted if there is danger of a war of aggression (§ 3(1) third sen-
tence of the Act). The geographic reach of surveillance was also expanded by the
newly introduced categories of relevant dangers under nos. 2 to 6 of the provision.
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[.]

Moreover, the amendments expanded the scope of the Act in terms of persons that
could be targeted by surveillance. It is true that § 3(2) second sentence of the Act
does not allow the targeted interception of specific subscriber lines. Pursuant to
§ 3(2) first sentence of the Act, subscriber lines are selected for surveillance on the
basis of search terms that must serve the gathering of intelligence on the danger sit-
uations specified in the warrant [authorising the measure], and which must be suit-
able for achieving this purpose. However, according to the third sentence of the pro-
vision, this does not apply with regard to individual subscriber lines belonging to
foreigners in other countries. Their subscriber numbers may [directly] be used as so-
called formal search terms. In practice, the number of persons targeted in this man-
ner is much higher today because now — unlike in the past — the technological means
exist that make it generally possible to identify the individual subscriber lines involved
in telecommunications.

[.]

§ 1(1) of the Act provides the general statutory basis for the powers conferred upon
the Federal Intelligence Service to intercept and record telecommunications. [...]

[.]

§ 7(4) of the Act governs the destruction of personal data obtained by the measures
set forth under § 2 and § 3 of the Act; § 9 of the Act sets out an oversight mechanism
while excluding recourse to the courts. [...]

[.]
3.1...]
4.1..]

1. With his constitutional complaint, complainant no. 1 challenges the expansion of
the Federal Intelligence Service’s powers to interfere with fundamental rights as pro-
vided for in § 3(1) second sentence nos. 2 to 6 of the Act; he also challenges the
statutory design of the notification requirements in § 3(8) of the Act. [...]

[..]

2. Complainants nos. 2a and 2b additionally challenge the strategic surveillance
powers laid down in § 1(1), § 3(1) first sentence, second sentence no. 1 and third
sentence of the Act; the envisaged destruction of obtained data without the consent
of the affected persons pursuant to § 3(6) and (7) second and third sentence, § 7(4)
of the Act; and the exclusion of recourse to the courts set forth in § 9(6) of the Act.

[..]
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[.]

65-74

3. Complainants no. 3 challenge § 3(1) first sentence and second sentence 75
nos. 2 to 6 and § 3(2) to (8) of the Act, claiming that these provisions violate the Ba-
sic Law, specifically Art. 10, Art. 2(1) in conjunction with Art. 1(1), Art. 5(1) second
sentence, Art. 19(4), Art. 20(2) and Art. 73 nos. 1 and 10 of the Basic Law.
[--.] 76-82
ll.
Statements in the constitutional complaint proceedings were submitted by the Fed- 83
eral Minister of the Interior on behalf of the Federal Government, the Government of
the Free State of Bavaria, the Federal Data Protection Officer and the data protection
officers of the Lander Bavaria, Berlin, Brandenburg, Bremen, Hamburg, North Rhine-
Westphalia, Saarland and Schleswig-Holstein.
[...] 84-141
IV.
[...] 142
B.
With the exception of the constitutional complaint lodged by complainant no. 2b, the 143
constitutional complaints are admissible.
[...] 144-156
C.
The challenged provisions are not fully compatible with the Basic Law. 157
.
The standard of review regarding the constitutionality of the challenged provisions 158

derives primarily from Art. 10 of the Basic Law. The right to informational self-deter-
mination that follows from Art. 2(1) in conjunction with Art. 1(1) of the Basic Law is
not applicable in addition to Art. 10 of the Basic Law since, in the context of telecom-
munications, Art. 10 of the Basic Law contains a more specific guarantee that super-
sedes the aforementioned general guarantee (cf. BVerfGE 67, 157 <171>). In addi-
tion, Art. 19(4) of the Basic Law is affected regarding the possibility of recourse to the
courts against measures taken pursuant to § 3 of the Act and the restrictions of legal
recourse pursuant to § 9(6) of the Act. Moreover, the constitutional complaints lodged
by complainants nos. 2a and 3 must be measured against Art. 5(1) second sentence
of the Basic Law.
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1. Art. 10 of the Basic Law protects the privacy of telecommunications.

a) The privacy of telecommunications primarily covers the contents of communica-
tions. The state should, in principle, not be allowed to obtain knowledge of the con-
tents of information and thoughts exchanged, orally or in writing, via telecommunica-
tions systems. In this context, Art. 10 of the Basic Law does not distinguish between
communication of a private nature and other communication, e.g. business or politi-
cal communication (cf. BVerfGE 67, 157 <172>). Rather, the fundamental rights pro-
tection extends to all communication taking place by means of telecommunications
technology.

Yet the fundamental rights protection is not limited to shielding the actual communi-
cation contents against the state obtaining knowledge thereof. It also extends to the
circumstances of a communication, which include whether, when and how often
telecommunications traffic occurred or was attempted between whom or between
which devices (cf. BVerfGE 67, 157 < 172>; 85, 386 <396>). The state is generally
not entitled to obtain knowledge of these circumstances. The confidential use of the
telecommunication medium must be ensured in all respects.

By generally shielding individual communications from the reach of the state, the
fundamental right is meant to preserve the conditions that are necessary to ensure
free telecommunications in general. The inviolability of telecommunications privacy,
as guaranteed by fundamental rights, seeks to prevent a situation where communi-
cation participants have to expect that state authorities will intercept their communi-
cations and obtain knowledge of the relevant communication relations or contents, as
a result of which affected persons might cease to exchange opinions or information
by means of telecommunications systems altogether, or change how and what they
communicate.

In addition, the freedom of telecommunications that Art. 10 of the Basic Law safe-
guards is adversely affected if there is reason to fear that the state will use the knowl-
edge of telecommunications circumstances and contents to the detriment of the com-
munication partners in other contexts (for an overview cf. BVerfGE 65, 1 <42 and
43>; 93, 181 <188>). For these reasons, the protection afforded by Art. 10 of the Ba-
sic Law applies not only to the state obtaining knowledge of telecommunications that
the communication partners wish to keep to themselves, but also to the information
and data processing measures that follow after the state has obtained knowledge of
protected communications, and to the use of this data (regarding the right to informa-
tional self-determination, cf. already BVerfGE 65, 1 <46>).

b) Art. 10(2) of the Basic Law does permit restrictions of telecommunications priva-
cy. However, such restrictions not only require, like any other fundamental rights re-
striction, a statutory basis that serves a legitimate purpose in the interest of the com-
mon good and satisfies the principle of proportionality for the rest. Art. 10 of the Basic
Law also imposes on the legislator particular requirements that are specific to the
processing of personal data obtained through interferences with telecommunications

8/28

159
160

161

162

163

164



privacy. In this respect, the requirements that the Federal Constitutional Court de-
rived from Art. 2(1) in conjunction with Art. 1(1) of the Basic Law in its Census deci-
sion (cf. BVerfGE 65, 1 <44 et seq.>) can largely be applied accordingly to the more
specific guarantee of Art. 10 of the Basic Law, too.

This includes that the prerequisites and scope of restrictions be clearly set out in the
statutory framework so that they are foreseeable for the individual. In particular, the
statutory purposes for which interferences with telecommunications privacy are per-
missible must be specified precisely for each subject matter. Furthermore, the data
collected must be suitable and necessary for achieving these purposes. The gather-
ing and retention of data that has not been rendered anonymous for undefined or yet
to be defined purposes would not be compatible with these requirements. Therefore,
the storage and use of obtained data is, in principle, only permissible for a purpose
specified in the law that authorises state authorities to obtain knowledge of the data.

The data does not lose the confidentiality protection afforded by Art. 10 of the Basic
Law because a state authority has already obtained knowledge of the telecommuni-
cations in question; therefore, the requirements deriving from this fundamental right
also apply to the subsequent sharing of data and information that was obtained by
measures setting aside the privacy of telecommunications. This holds true all the
more as the sharing of data typically not only expands the groups of bodies or per-
sons who have knowledge of the communication but also means that the data be-
comes available for uses in other contexts; this gives rise to additional, possibly more
serious consequences for the affected persons than the original context in which their
data was used.

The principle of purpose limitation does not preclude changes in purpose [regarding
data use] altogether. However, such changes require a separate statutory basis that
is formally and substantively compatible with the Basic Law. This means, inter alia,
that a change in purpose must be justified by public interests that outweigh the inter-
ests protected by the affected fundamental rights. The new purpose must be related
to the responsibilities and powers of the authority with which the data is shared, and
it must be set out in sufficiently clear statutory provisions. Moreover, the new purpose
must not be incompatible with the primary purpose for which the data was originally
collected (cf. BVerfGE 65, 1 <51, 62>).

The required purpose limitation can only be guaranteed if the obtained data subse-
quently remains identifiable as data stemming from an interference with telecommu-
nications privacy. Therefore, constitutional law requires that the data be labelled ac-
cordingly.

Moreover, under Art. 10 of the Basic Law the holders of fundamental rights are en-
titled to be notified of measures of telecommunications surveillance affecting them.
This is necessary to ensure effective fundamental rights protection, given that without
this information, the affected persons can neither challenge the lawfulness of the in-
terception and monitoring of their telecommunications, nor assert possible rights to

9/28

165

166

167

168

169



have their data deleted or rectified. This right is not necessarily limited to ensuring
recourse to the courts under Art. 19(4) of the Basic Law. Rather, it is a specific right
to data protection that can be asserted vis-a-vis the authority that processes the rel-
evant information and data.

[...] To the extent that the purpose pursued by the measure interfering with the pri-
vacy of telecommunications would be frustrated if the affected person were notified,
it is not objectionable under constitutional law to limit the notification requirement
where necessary. It may be sufficient to only inform the person concerned about the
interference at a later stage (cf. BVerfGE 49, 329 <342 and 343>).

Affected persons can neither perceive interferences with the privacy of telecommu-
nications nor the subsequent data processing; moreover, the possibility of limiting the
notification requirement leads to gaps in legal protection. For these reasons, Art. 10
of the Basic Law requires oversight by state bodies and auxiliary bodies that are in-
dependent and not bound by instructions (cf. BVerfGE 30, 1 <23 and 24, 30 and 31>;
65, 1 <46>; 67, 157 <185>). Yet the Constitution does not specify the details of the
oversight regime. The legislator is free to choose the mechanisms it regards as the
most suitable as long as the oversight regime is sufficiently effective. To be effective,
oversight must extend to all stages of the surveillance process. Oversight mecha-
nisms must assess both whether the interference with telecommunications privacy is
lawful and whether legal safeguards protecting telecommunications privacy are ad-
hered to.

Finally, given that the interception and recording of telecommunications traffic and
the use of the information obtained is limited to specific purposes, the data must be
destroyed as soon as it is no longer needed for achieving the specified purposes nor
for allowing recourse to the courts.

c) The territorial scope of protection under Art. 10 of the Basic Law has not yet been
determined in the case-law of the Federal Constitutional Court. [...]

Art. 1(3) of the Basic Law defines the general scope of application of fundamental
rights and thus provides the basis for determining the territorial scope of Art. 10 of the
Basic Law. Under Art. 1(3) of the Basic Law, the legislature, the executive and the
judiciary are strictly bound by fundamental rights. However, this constitutional provi-
sion does not exhaustively determine the reach of fundamental rights in terms of ter-
ritorial protection. The Basic Law is not limited to defining the domestic order of the
German state, but also determines the essential elements of its relationship with the
international community. In this respect, the Basic Law is informed by the necessity
to seek a delimitation from and coordination with other states and legal systems. On
the one hand, the scope of the competences and responsibilities incumbent upon
German state organs must be taken into account when determining the binding effect
of fundamental rights (cf. BVerfGE 66, 39 <57 et seq.>; 92, 26 <47>). On the other
hand, constitutional law must be reconciled with international law. Yet international
law does not per se rule out that fundamental rights are applicable in matters that
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have a foreign dimension. Rather, the scope of fundamental rights must be derived
from the Basic Law itself, taking into account Art. 25 of the Basic Law. Depending
on the constitutional guarantee in question, further modifications and differentiations
may be permissible or required (cf. BVerfGE 31, 58 <72 et seq.>; 92, 26 <41 and
42>).

The protection of telecommunications privacy afforded by Art. 10 of the Basic Law
seeks to ensure — in line with international law (cf. Art. 12 of the Universal Declaration
of Human Rights of 10 December 1948; Art. 8 of the Convention for the Protection of
Human Rights and Fundamental Freedoms of 4 November 1950; in this regard EC-
tHR, Klaas and Others v. Germany, Judgment of 6 September 1978, no. 5029/71,
NJW 1979, p. 1755 <1756>) — that telecommunications remain free of unwanted or
unnoticed surveillance and that the holders of fundamental rights can communicate
without worry or fear. The protection of telecommunications privacy is tied to the use
of a communication medium and aims to counteract the risks to confidentiality that
specifically result from the use of such a medium, which makes telecommunications
more vulnerable to state interference than direct communication between persons
who are physically present (cf. BVerfGE 85, 386 <396>). Modern technology, like
satellite and radio transmission, permits access to foreign telecommunications traffic,
too, by means of surveillance equipment that is located on the territory of the Federal
Republic of Germany.

The interception and recording of telecommunications traffic with receiving equip-
ment of the Federal Intelligence Service that is located on German territory already
establishes a technical and informational connection to the respective communica-
tion participants and a connection — characterised by the unique nature of data and
information — to German territory. Moreover, the analysis of telecommunications thus
intercepted is carried out by the Federal Intelligence Service on German territory.
These circumstances create a link between the communication undertaken abroad
and state action carried out on domestic territory that subjects the latter to the binding
effect of Art. 10 of the Basic Law even if one were to assume that a sufficient territor-
ial link was required in this regard. In the case at hand, it is not necessary to decide
on intelligence service activities other than the ones governed by the challenged pro-
visions nor on what applies to foreigners participating in telecommunications abroad.

[.]

2. In part, the challenged provisions must also be measured against Art. 19(4) of the
Basic Law.

Art. 19(4) of the Basic Law guarantees everyone the right to effective judicial review
in the event of a possible violation of their rights by acts of public authority. However,
Art. 19(4) third sentence of the Basic Law states that this applies without prejudice to
Art. 10(2) second sentence of the Basic Law, which specifically exempts interfer-
ences with the privacy of telecommunications from the otherwise comprehensive
guarantee of legal protection. Yet these provisions do not exempt such interferences
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from any review whatsoever. Rather, the lack of recourse to the courts must be com-
pensated by a review carried out by bodies and auxiliary bodies appointed by Parlia-
ment.

Furthermore, the right afforded by Art. 19(4) of the Basic Law is not limited to judi-
cial review and judicial proceedings. As the guarantee of legal protection aims to
safeguard the effective exercise of other, substantive rights, it may require that a per-
son under surveillance be notified of the surveillance measures if notification is a nec-
essary precondition for seeking recourse to the courts (cf. BVerfGE 65, 1 <70>), in-
cluding in cases where Art. 10 of the Basic Law is applicable. However, Art. 19(4) of
the Basic Law does not rule out restrictions of this right, and in any case requires
statutory provisions that specify the details of such restrictions.

The obligation to ensure that data be in principle destroyed when it is no longer
needed must also be read in light of Art. 19(4) of the Basic Law. The guarantee of
legal protection under Art. 19(4) of the Basic Law prohibits measures that aim to frus-
trate legal protection of the affected persons, or are likely to do so (cf. BVerfGE 69, 1
<49>). In cases in which affected persons seek judicial review of information and da-
ta processing measures by the state, the obligation to destroy data must be balanced
against the guarantee of legal protection so as to ensure that legal protection is not
undermined or frustrated.

179

180

3.1...] 181-183

The challenged provisions allow for interferences with the above-mentioned funda-
mental rights in several respects.

1. The surveillance and recording of wireless international telecommunications by
the Federal Intelligence Service interferes with the privacy of telecommunications.

Given that Art. 10(1) of the Basic Law serves to protect the confidentiality of com-
munications, any instance where the state obtains knowledge of, records or process-
es communication data constitutes an interference with fundamental rights (cf. BVer-
fGE 85, 386 <398>). [...].

This means that the interception itself already constitutes an interference, to the ex-
tent that it makes the intercepted communication available to the Federal Intelligence
Service and is the basis for the subsequent cross-checking with search terms. [...]

The interference is perpetuated when the intercepted data is stored, which allows
the data material to be accessed for cross-checking with search terms. The cross-
checking itself again amounts to an additional interference as it determines the se-
lection of data for further analysis. [...]

The examination required under § 3(4) of the Act to determine whether the personal
data obtained through telecommunications surveillance is necessary for achieving
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the legitimate purposes pursued also constitutes an interference. This examination
involves a deliberate selection of data, as the recorded data is either cleared for fur-
ther processing or for storage to allow for future uses, or it is destroyed.

When the Federal Intelligence Service, in the context of its obligation to report to the
Federal Government, shares personal data obtained through telecommunications
surveillance, this also amounts to an interference since it expands the group of those
who have knowledge of the relevant communications and can make use of this infor-
mation. The transfer of data by the Federal Intelligence Service to the receiving au-
thorities pursuant to § 3(5) and § 3(3) of the Act, and the examination of the data by
the receiving authorities pursuant to § 3(7) of the Act, likewise amount to interfer-
ences.

The exemptions from the requirement to notify persons under surveillance of the
measures restricting their telecommunications privacy pursuant to § 3(8) first and
second sentence of the Act also amounts to an impairment of the privacy of telecom-
munications.

2. Moreover, the statutory exemptions from the requirement to notify persons under
surveillance pursuant to § 3(8) first and second sentence, and the exclusion of re-
course to the courts pursuant to § 9(6) of the Act, impair the guarantee of legal pro-
tection under Art. 19(4) of the Basic Law. In addition, the obligation to destroy per-
sonal data pursuant to § 3(6), § 3(7) and § 7(4) of the Act can adversely affect the
possibilities of judicial review with regard to the measures.

3.1...]

The powers to monitor and record telecommunications traffic pursuant to § 1(1) and
§ 3(1) second sentence nos. 1 to 6 of the Act are for the most part compatible with
Art. 10 of the Basic Law. However, § 3(1) second sentence no. 5 of the Act is incom-
patible with this fundamental right to the extent that the provision permits surveillance
measures for the purposes of gathering intelligence for the timely detection of coun-
terfeiting committed abroad and for counteracting such counterfeiting.

1. Formally, § 1(1) and § 3(1) of the Act do not raise constitutional concerns. The
Federation has legislative competence for the subject matters governed by these pro-
visions. This follows from Art. 73 no. 1 of the Basic Law, which confers exclusive leg-
islative competence on the Federation in foreign affairs and defence matters.

190

191

192

193

194

195

[..] 196-206

2. §1(1) and § 3(1) of the Act also satisfy the requirements of specificity and legal
clarity deriving from Art. 10 of the Basic Law when conferring statutory powers to in-
terfere with telecommunications.

[..]
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3. Substantively, § 3(1) second sentence no. 5 of the Act disproportionately restricts
telecommunications privacy. For the rest, § 3(1) second sentence of the Act satisfies
the requirements deriving from the principle of proportionality.

a) The purpose of ensuring the timely detection of the dangers listed in nos. 1 to 6
of the provision, and of counteracting them, is a legitimate interest of the common
good. It is true that the categories of dangers listed in nos. 2 to 6, which were newly
added to the Act, do not carry the same weight as the danger of an armed attack,
which has been recognised as legitimate grounds for telecommunications surveil-
lance from the outset (cf. BVerfGE 67, 157 <178>). [...] However, they do concern,
albeit to differing degrees, high-ranking interests of the common good, the violation
of which would result in serious harm to external and domestic peace and to protect-
ed legal interests of individuals.

b) Surveillance of telecommunications on the basis of § 3(1) of the Act is suitable
for achieving the purpose of the law.

Its suitability is not called into question merely because the method of data collec-
tion indiscriminately affects a large number of persons yet only yields useful intelli-
gence in comparatively few cases. At the legislative level, it is sufficient that there is
an abstract possibility of achieving the intended purpose, i.e. that the measures are
not unsuitable from the outset but may be conducive to the desired outcome (cf.
BVerfGE 90, 145 <172>). This is the case here.

The requirement of suitability is also sufficiently reflected at the level of implemen-
tation. [...]

209

210

211

212

213

[...] 214-216

c) The Act is necessary for achieving the purpose pursued. No other means are
available that would be equally effective but less intrusive for fundamental rights hold-
ers. [...]

d) The restrictions of the privacy of telecommunications traffic under § 1(1) and
§ 3(1) of the Act (intercepting, recording, storing, cross-checking) are for the most
part proportionate in the strict sense. Only the restriction of telecommunications pri-
vacy for the purposes of detecting counterfeiting committed abroad (no. 5) fails to
meet this requirement.

aa) The principle of proportionality requires that the curtailing of freedom protected
by fundamental rights not be disproportionate to the purposes of the common good
that the restriction of fundamental rights aims to achieve. Given that the individual is
connected to and bound by the community, they must accept that fundamental rights
are subject to restrictions serving overriding public interests (cf., e.g., BVerfGE 65, 1
<44>, with further references). However, the legislator must strike an appropriate bal-
ance between public interests and the interests of the individual. With respect to the
fundamental rights interests, it must be taken into account which and how many hold-
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ers of fundamental rights are affected by impairments, how intense these impair-
ments are, and on what basis they occur. Thus, relevant criteria include the design of
the statutory thresholds for carrying out the measures constituting interferences, the
number of persons affected, and the severity of the impairments. This, in turn, de-
pends on whether the communication participants remain anonymous; on what type
of conversations and communication contents can be intercepted (cf., e.g., on the
standard deriving from Art. 2(1) in conjunction with Art. 1(1) of the Basic Law, BVer-
fGE 34, 238 <247>); and on the disadvantages the holders of fundamental rights
might face or have reason to fear on account of the surveillance measures. With re-
spect to the interests of the common good, the weight of the underlying aims and
interests that the surveillance measures serve must be determined. This depends,
inter alia, on the scale and likelihood of the dangers that the surveillance measures
aim to detect.

bb) The challenged provisions seriously impair the privacy of telecommunications.

Nonetheless, complainant no. 1 errs in claiming that the legislator completely abol-
ished telecommunications privacy protected by Art. 10 of the Basic Law, infringing
upon the essence (Wesensgehalt) of the fundamental right within the meaning of
Art. 19(2) of the Basic Law. The provisions neither allow “global and sweeping sur-
veillance”, which would be prohibited by the Basic Law even for gathering foreign in-
telligence (cf. BVerfGE 67, 157 <174>), nor do they allow the unconditional intercep-
tion of all telecommunications of individual fundamental rights holders. Rather,
surveillance and recording of telecommunications traffic remain subject to legal and
factual limitations.

220
221

[..] 222-230

In determining the intensity of the fundamental right impairments, it must be taken
into account that anyone participating in international telecommunications is exposed
to the surveillance measures, regardless of whether their conduct has any connec-
tion to the surveillance or prompted it. In terms of content, the surveillance extends to
any kind of communication in its entirety. Therefore, it cannot be ruled out that staff
of the Federal Intelligence Service will obtain knowledge thereof. [...]

[..]

In respect of the intensity of the fundamental right impairments at issue, the lack of
anonymity regarding the communication participants must be taken into account as
well. The linking of gathered intelligence to specific individuals is not limited to the
interception and recording stage only, but in practice continues thereafter. [...]

The disadvantages that are to be objectively expected or feared [by affected per-
sons] may materialise as soon as the state obtains knowledge of the communication.
Even before such knowledge is obtained, the fear of being under surveillance and the
risk that communications may be recorded, subsequently analysed, and then possi-
bly shared with and further used by other authorities, may lead to communication be-
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ing no longer free from fear or worry, to communication disruptions and to changes
in communication behaviour, in particular because the communicating parties avoid
certain conversation topics or terms. The covert surveillance of telecommunications
not only entails individual impairments for a large number of fundamental rights hold-
ers, but affects communication in society as a whole. In respect of the right to in-
formational self-determination, which is comparable in this respect, the Federal Con-
stitutional Court has therefore recognised a dimension of this right that serves the
common good, going beyond the interest of the individual (cf. BVerfGE 65, 1 <43>).

cc) However, it is significant that the fundamental rights restrictions at issue serve
to protect high-ranking interests of the common good.

Surveillance measures under § 3(1) first sentence and second sentence no. 1 of the
Act are intended to yield intelligence about facts that are relevant for national defence
in order to ensure timely detection if the Federal Republic of Germany is in danger of
an armed attack. [...]

The proliferation of international organised crime, in particular the illegal trading of
military weapons and narcotics as well as money laundering, have resulted in in-
creased dangers in the new fields of surveillance recognised in the challenged provi-
sions. [...]

These dangers, which all have in common that they originate abroad and which the
powers conferred aim to detect, carry significant weight. The same applies to the
danger of armed attacks but also, as has been sufficiently demonstrated by the Fed-
eral Intelligence Service, to the dangers of weapons proliferation, arms trading and
international terrorism. [...]

dd) Based on a balancing of interests that takes these aspects into consideration,
§ 3(1) second sentence nos. 1 to 4 and no. 6 of the Act are not objectionable under
constitutional law.

Contrary to the opinion of complainant no. 1, the powers to monitor and record com-
munications and the other measures provided for in the challenged provisions are not
disproportionate from the outset because the exercise of these powers is not subject
to specific thresholds, such as a specific danger (konkrete Gefahr) as traditionally re-
quired for public security measures, or sufficient grounds for the suspicion of criminal
conduct (hinreichender Tatverdacht) as required in the context of law enforcement.
The surveillance of telecommunications under the Act is indeed not based on any
grounds for suspicion. In this regard, the interference with fundamental rights is not
merely limited to the general risk that affected persons might be falsely suspected of
wrongdoing. Rather, anyone could easily become the object of surveillance in the
course of the measures authorised and carried out under the Act.

However, the purposes pursued by the Act differ [from traditional public security and
law enforcement purposes]; therefore, it is justified that the statutory prerequisites for
interferences with the privacy of telecommunications under the Act are of a different
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design than those set out in police law [on public security] or the law of criminal pro-
cedure. Given that the federal legislative competence for the Act follows from Art. 73
no. 1 of the Basic Law, the purpose of surveillance measures carried out by the Fed-
eral Intelligence Service is from the outset limited to gathering foreign intelligence
with respect to certain danger situations in the fields of foreign and security policy.

[.]

Under constitutional law, even the significant dangers that the telecommunications
surveillance measures at issue aim to counter would not justify surveillance powers
for the purposes of gathering foreign intelligence if such powers were not subject to
any prerequisites or limitations. Yet the legislator actually made sure to specify such
prerequisites. The Act does set out certain substantive criteria and procedural safe-
guards in the first and second sentence of its § 3(1). Substantively, the provision
states in particular that intelligence may only be gathered if knowledge of the investi-
gated situation is necessary to ensure the timely detection of dangers. Procedurally,
the issuance by the competent ministry of a warrant directing and authorising the sur-
veillance measure requires that the Federal Intelligence Service comprehensively es-
tablish, in its application for the warrant, why the targeted telecommunications rela-
tions could provide timely information about relevant dangers.

Taking into account the safeguards provided for in the Act, the envisaged intercep-
tion and recording for the purpose of providing intelligence reports to the Federal
Government do not appear disproportionate. While the number of intercepted
telecommunications relations is far from negligible, it is still relatively low when seen
in relation to the total volume of telecommunications, or even just the total volume of
relevant international telecommunications. In this respect, it is particularly important
that § 3(2) second sentence of the Act prohibits the targeted surveillance of specific
individual subscriber lines. Without this prohibition, the principle of proportionality
would not be satisfied, given that the surveillance powers do not require any grounds
for suspicion, provide for the interception of a large number of telecommunications,
and allow for the possibility of identifying the communication participants. [...] It is true
that the interception and recording of telecommunications as such could already
hamper free communication, which Art. 10 of the Basic Law aims to protect; yet the
full extent of this risk only materialises in the subsequent analysis and especially the
sharing of intelligence thus obtained. In this respect, however, the risk to fundamental
rights can be sufficiently counteracted by the design of the statutory powers concern-
ing data analysis and sharing.

ee) Nevertheless, § 3(1) second sentence no. 5 of the Act, which sets out the dan-
ger of counterfeiting committed abroad [as possible grounds for surveillance], does
not satisfy the principle of proportionality in its strict sense.

Counterfeiting neither poses a danger that is as serious as the danger of an armed
attack, nor does it concern legal interests that are as significant as those affected by
the other categories of dangers added to § 3 of the Act by the 1994 Fight Against
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Crime Act. Nor do the various forms of counterfeiting give rise to the same level of
potential danger that characterises the other listed grounds for interference. [...]

§ 3(1) second sentence no. 5 of the Act could be rendered compatible with the Ba-
sic Law if certain limitations were incorporated into the provision. It is therefore not
declared void, but only incompatible with the Basic Law. It is incumbent upon the leg-
islator to bring the law in conformity with the Constitution.

V.

§ 3(4) of the Act, which requires the Federal Intelligence Service to assess whether
the personal data obtained through telecommunications surveillance is necessary for
achieving the purposes invoked to justify the measures, is not as such objectionable
under constitutional law. It does, however, not sufficiently give effect to the require-
ment of a purpose limitation, which derives from Art. 10 of the Basic Law, nor to the
prohibition of excessive measures (UbermaRverbot). In this respect, the provision is
incompatible not only with the privacy of telecommunications but also with freedom
of the press, which must be taken into account as well.

This notwithstanding, § 3(4) of the Act does satisfy the principle of purpose limita-
tion to the extent that this provision requires that the Federal Intelligence Service as-
sess whether the data obtained through the surveillance of telecommunications is
suitable for achieving the specified purpose. Moreover, § 3(6) first sentence of the
Act reflects the principle of purpose limitation in that it prescribes that data be de-
stroyed or deleted if its examination has shown that the data is not needed for the
purposes pursued by the Federal Intelligence Service. However, the Act does not
sufficiently guarantee that the use of data which is not destroyed or deleted remains
limited to the purpose that justified its collection in the first place. The Act does not
exclude possible data uses that go beyond the early detection of the dangers listed
in the Act and the corresponding intelligence reports provided to the Federal Govern-
ment. [...] In addition, § 3(4) of the Act does not give effect to the requirement of la-
belling the data [as stemming from interferences with telecommunications privacy],
which follows from Art. 10 of the Basic Law; without such labelling, it is no longer
possible to identify the data that enjoys the fundamental rights protection afforded by
Art. 10 of the Basic Law during later stages of data processing.

Furthermore, the challenged provision does not subject further data analysis to a
statutory threshold, as would be required under the prohibition of excessive mea-
sures. § 3(3) of the Act, which subjects use of the data to specific requirements, does
not apply to the Federal Intelligence Service itself. Instead, the provision concerns
use of the data for the purposes of preventing, investigating or prosecuting criminal
acts and thus [only] concerns the authorities with whom the Federal Intelligence Ser-
vice is obliged to share intelligence pursuant to § 3(5) of the Act. The Act does not
contain provisions ensuring that the Federal Intelligence Service itself may only
analyse data stemming from telecommunications surveillance if the data is sufficient-
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ly relevant to the dangers listed in § 1(1) and 3(1) of the Act. The lack of such a statu-
tory threshold is also significant with regard to Article 5(1) second sentence of the
Basic Law because this threshold would ensure that the Federal Intelligence Service
takes into account the particularly weighty interests of protecting informants and jour-
nalistic confidentiality.

It is not possible to interpret the provision in conformity with the Constitution as this
would run counter to the requirements of legal clarity and specificity deriving from
Art. 10 of the Basic Law. However, as statutory amendments could remedy the con-
stitutional shortcomings of the challenged provision, it is not declared void, but only
incompatible with the Basic Law. It is incumbent upon the legislator to bring the law
in conformity with the Constitution.

V.

The Federal Intelligence Service’s obligation to report to the Federal Government
under § 12 of the Federal Intelligence Service Act is only challenged in these pro-
ceedings to the extent that, pursuant to § 3(3) second sentence of the Act, this oblig-
ation is exempt from the limitations set out in § 3(3) first sentence of the Act. In this
respect, the statutory framework lacks sufficient safeguards for protecting the privacy
of telecommunications.

Art. 10 of the Basic Law (and Art. 5(1) of the Basic Law to the extent that communi-
cation protected by freedom of the press is concerned) also applies to the Federal
Intelligence Service’s obligation to provide intelligence reports to the Federal Govern-
ment given that these reporting obligations are one of the purposes for which the
Federal Intelligence Service was granted powers to carry out telecommunications
surveillance. [...].

It is not objectionable that § 3(3) second sentence of the Act exempts the reporting
obligation under § 12 of the Federal Intelligence Service Act from the limitations on
data use pursuant to § 3(3) first sentence of the Act, as the limitations set out in this
provision are not suited to the tasks of the Federal Intelligence Service. However, it
is incompatible with Art. 10 of the Basic Law that the Federal Intelligence Service is
not even subject to the limitation that it may only use the data for the purposes that
are recognised as legitimate grounds for telecommunications surveillance in § 1(1)
and § 3(1) first and second sentence of the Act. Moreover, the statutory framework
violates Art. 10 of the Basic Law as it lacks an obligation to label personal data ob-
tained through surveillance.

The statutory framework also lacks sufficient safeguards regarding data use by the
Federal Government. The protection afforded by Art. 10 of the Basic Law is not limit-
ed to acts of the Federal Intelligence Service, as the authority collecting the data, but
also applies vis-a-vis the Federal Government as the authority receiving the data.
The holders of fundamental rights have an even greater need for protection vis-a-vis
the Federal Government than vis-a-vis the Federal Intelligence Service. The mandate
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of the Federal Intelligence Service is limited to observing and analysing situations
without executive powers to act on that knowledge; by contrast, the Federal Govern-
ment is a political organ and the head of the federal executive branch and as such
has the means to translate the knowledge obtained into action that could entail sig-
nificant impairments for persons affected by telecommunications surveillance.

Therefore, data collected for the purposes of providing intelligence reports to the
Federal Government may not be used freely by the latter. Rather, the Federal Gov-
ernment may only obtain knowledge of telecommunications contents or circum-
stances for the purpose of ensuring timely detection of the dangers listed in § 3(1)
second sentence nos. 1 to 6 of the Act, so that measures can be taken to avert those
dangers. Thus, it is not permissible for the Federal Government to retain or use the
data for other purposes.

The challenged provision is not per se in conflict with the Constitution, as its consti-
tutional shortcomings can be remedied by statutory amendments; therefore, it is not
declared void, only incompatible with the Basic Law. It is incumbent upon the legisla-
tor to bring the law in conformity with the Constitution. The Basic Law affords the leg-
islator discretion on how to discharge this responsibility.

VL.

§ 3(5) first sentence in conjunction with § 3(3) first sentence of the Act obliges the
Federal Intelligence Service to share data obtained through telecommunications sur-
veillance with other authorities so that the latter can perform their respective tasks. In
this respect, the provision is not fully in line with the requirements deriving from Art.
10 of the Basic Law, nor with Art. 5(1) second sentence of the Basic Law, which must
additionally be taken into account.

1. Nonetheless, the purpose of the provisions is not objectionable under constitu-
tional law. They aim to ensure that data and information obtained by the Federal In-
telligence Service through telecommunications surveillance, in the exercise of its
functions, can be used for the purposes of preventing, investigating or prosecuting
criminal acts in the event that the data obtained implicates certain individuals in a
possible crime. The Basic Law accords great importance to the prevention and inves-
tigation of criminal acts. The Federal Constitutional Court has therefore repeatedly
emphasised the undeniable need for effective law enforcement and the fight against
crime; it has also repeatedly stressed the public interest in establishing the truth in
criminal proceedings to the greatest extent possible, so as to convict persons guilty
of criminal conduct and exonerate the innocent, and has recognised the effective in-
vestigation of crimes, especially serious ones, as a fundamental responsibility of so-
ciety under the rule of law (cf. BVerfGE 77, 65 <76> with further references; 80, 367
<375>).

2. The legislator has also satisfied the requirement that the law specify precisely, for
each subject matter, the purposes for which the sharing and further use of personal
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data is permissible (cf. BVerfGE 65, 1 <46>). [...]

3. [The challenged Act does specify such purposes and] the specified purposes are
also compatible with the original purpose that justified the collection of the data and
the restriction of [the fundamental right to] the privacy of telecommunications result-
ing from it (cf. BVerfGE 65, 1 <62>).

It is true that telecommunications surveillance measures that are not based on any
grounds for suspicion may only be carried out by the Federal Intelligence Service for
the purposes of strategic surveillance. [...] Only this narrow purpose limitation is ca-
pable of justifying the breadth and depth of the resulting fundamental rights interfer-
ences. If the surveillance measures could, from the outset, be aimed at preventing or
prosecuting criminal acts, the relevant statutory powers would be incompatible with
Art. 10 of the Basic Law (cf. BVerfGE 67, 157 <180 and 181>). Where fundamental
rights set limits to the use of certain methods of data collection, these limits must not
be circumvented by allowing data that was lawfully collected for specific purposes to
also be used for other purposes that, by themselves, would not have justified the
methods used for collecting the data in the first place.

Art. 10 of the Basic Law does not generally rule out any form of data sharing with
authorities that otherwise are not or should not be permitted to carry out telecommu-
nications surveillance without any grounds for suspicion. However, it must, in any
case, be ensured that the receiving authorities do not have access to the entire data
records; this is due to the fact that the Federal Intelligence Service, on account of the
methods it is permitted to use, necessarily records large quantities of telecommuni-
cations that from the outset have no relevance for the receiving authorities. At the
same time, it does not contradict the primary purpose for which the data was original-
ly collected if information that is relevant to the prevention, investigation or prosecu-
tion of criminal acts — although it was collected for other reasons — is later shared with
the authorities specified in § 3(5) of the Act after a careful examination of the obtained
data. The challenged provisions governing data sharing satisfy the constitutional re-
quirements applicable in this context: § 3(5) first sentence and § 3(1) first sentence
of the Act both specify certain statutory thresholds and § 3(5) second sentence of the
Act subjects the sharing to a special review by an official who must be qualified to
hold judicial office.

4. By contrast, the challenged provisions are not fully compatible with the prohibition
of excessive measures.

a) The provisions are suitable and necessary for achieving their purpose.
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b) Yet the legislator did not sufficiently satisfy the requirements deriving from the
principle of proportionality in its strict sense with regard to statutory provisions that
restrict fundamental rights.
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aa) The principle of proportionality in its strict sense prohibits interferences with fun-
damental rights that are of such intensity that they are disproportionate to the impor-
tance of the matter and the burden imposed on the individual (cf. BVerfGE 65, 1
<54>). To satisfy this principle, restrictions must be appropriate to the importance of
the affected fundamental rights. In an overall balancing of the severity of the interfer-
ence on the one hand, and the weight and urgency of the reasons invoked to justify
it on the other hand, the limits of what is reasonable (zumutbar) must be observed
(cf. BVerfGE 67, 157 <173, 178>; established case-law).

[In the present case,] the severity of the interference derives from the fact that the
sharing of personal data constitutes an additional encroachment upon telecommuni-
cations privacy that could result in even greater impairments than the initial interfer-
ence. The effects of data sharing are not limited to expanding the group of persons
that obtain knowledge of the circumstances and contents of telecommunications.
Rather, this knowledge may prompt further measures taken against the persons un-
der surveillance. While the Federal Intelligence Service may not take any measures
that directly target individuals, and the political strategies adopted by the Federal
Government to counter the danger situations on which the Federal Intelligence Ser-
vice is required to report are not directed against the respective communicating par-
ties either, the same is not true for the other authorities receiving data shared pur-
suant to § 3(5) first sentence of the Act. Rather, data sharing will usually prompt the
receiving authorities to investigate the persons concerned; this may lead to further
inquiries and, in some cases, to the opening of criminal proceedings.

With regard to the intensity of the impairment, it is also significant that the Federal
Intelligence Service obtained the information through a measure that does not require
any grounds for suspicion and that has an indiscriminate effect, and thus affects the
privacy of telecommunications in an especially profound manner; it must also be tak-
en into account that the relevant powers of the Federal Intelligence Service are only
compatible with Art. 10 of the Basic Law because they merely serve the gathering of
strategic intelligence, whereas the communicating parties are identified merely to fa-
cilitate the interpretation of the gathered information, which will invariably be frag-
mented and therefore ambiguous. Under these circumstances, sharing the data with
other authorities is only proportionate if it serves overriding interests that outweigh
the privacy of telecommunications, and if there is a reliable basis for assuming that
the data is relevant to these interests and that the persons concerned are, with suffi-
cient probability, involved in criminal conduct. If this basis is lacking, the limits of what
is reasonable have been exceeded.

It is therefore imperative that the respective legal interest invoked in this context is
of significant weight. It is also imperative that the suspicion that criminal acts are be-
ing planned or have been committed be supported by sufficient facts. The greater the
weight of the asserted legal interests and the more far-reaching the impairments of
these interests that could, or already did, result from the suspected conduct, the more
acceptable it becomes to lower the degree of probability required for establishing a

22/28

268

269

270

271



violation (or risk thereof) of the respective legal interest, and the degree of certainty
required for establishing the facts on which the suspicion is based.

Moreover, the greater the weight attached to the legal interest in question, the more
it becomes acceptable to shift the statutory threshold for carrying out data sharing to
a purely precautionary stage [before a danger to the legal interest actually arises].
Where the statutory threshold for data sharing merely requires factual indications that
certain planning acts that possibly precede criminal conduct are under way, the legal
interest must be exceptionally significant (cf. BVerfGE 30, 1 <18>). Accordingly, if the
legislator limits the protected legal interests to a few specified high-ranking interests
yet the likely damage to these legal interests would be extraordinarily grave, the leg-
islator may set a relatively low threshold for authorising data sharing. If the legislator,
by contrast, considerably expands the catalogue of protected legal interests, and the
acts it aims to avert include acts that pose a relatively minor threat, it must subject
data sharing to a high threshold.

bb) The legislator did not in all respects achieve the necessary balance in the de-
sign of the statutory prerequisites for data sharing. § 3(5) in conjunction with § 3(3) of
the Act is not objectionable to the extent that it permits data sharing regarding per-
sons against whom certain targeted surveillance measures have been lawfully or-
dered pursuant to § 2 of the Act. However, the constituent elements of the provision
are not sufficiently limited in scope with respect to the other statutory grounds for data
sharing, namely data sharing based on the suspicion of criminal conduct. This finding
follows from an overall assessment of the catalogue of relevant criminal offences, the
quality of the factual basis required for establishing the suspicion of criminal conduct,
and the temporal scope of what constitutes a threat to the protected legal interests
under the statutory regime.

The catalogue of criminal offences, based on which the Federal Intelligence Service
may share personal data obtained through telecommunications surveillance with oth-
er authorities for the purposes of preventing, investigating or prosecuting these
crimes, is extraordinarily heterogeneous. It is not limited to felonies but also includes
misdemeanours. On the one hand, it includes criminal offences that impair the high-
est-ranking public interests or even threaten to completely eliminate the ability of the
state to protect legal interests. In part, their weight corresponds to, or even exceeds,
that of the criminal offences which, pursuant to § 2 of the Act, justify the ordering of
targeted surveillance measures against specific individuals. [...] On the other hand,
however, some offences listed in the catalogue only constitute medium-level crime

[..].

Moreover, the statutory framework sets relatively lenient standards for the factual
basis establishing a suspicion of criminal conduct, especially when compared to the
factual basis that is statutorily required for telecommunications surveillance under
§ 100a of the Code of Criminal Procedure. [...] Furthermore, by including planning
stages that precede the stage of punishable attempt under § 100a of the Code of
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Criminal Procedure, the challenged provisions expand the grounds for data sharing
to mere preparatory acts [by the person concerned] that fall short of punishable crim-
inal conduct; this renders the challenged provisions more or less devoid of any limi-
tation.

As a consequence, a distinction must be made between the prevention of crime on
the one hand, and the investigation and prosecution of crime on the other hand. This
follows from the fact that the urgency of data sharing for the purposes of protecting
legal interests differs in these situations. The prevention of crime falls in the domain
of averting dangers to public security, seeking to protect the affected legal interest
from an impending violation and thus prevent harm, whereas by prosecuting criminal
offences, the state seeks to punish a violation of protected legal interests that has
already occurred, i.e. can no longer be prevented. [...]

Given that criminal prosecution takes places when a violation of legal interests has
already occurred and primarily concerns the question of punishment, it is not justified
to lower the statutory threshold for the sharing of personal data obtained through in-
terferences with the privacy of telecommunications pursuant to § 1 and § 3 of the Act
to a less strict standard than the one that otherwise applies to law enforcement mea-
sures interfering with the privacy of telecommunications pursuant to § 100a of the
Code of Criminal Procedure. Given that the interference resulting from data sharing
by the Federal Intelligence Service is of comparable severity, it is imperative under
constitutional law that the underlying factual basis for the suspicion of a crime be sub-
ject to the same standards that apply to measures pursuant to § 100a of the Code of
Criminal Procedure. Otherwise, the number of fundamental rights holders affected
would exceed the limits of what is reasonable. § 3(3) first sentence of the Act does
not satisfy these requirements. [...]

To the extent that the provision [authorises data sharing] for the prevention of crime,
it fails to sufficiently accommodate the protected fundamental rights interests. There
is a significant imbalance at the expense of the affected fundamental rights as a re-
sult of the following combined factors: any factual indication suffices as the basis of
suspicion; mere planning acts [below the threshold of criminal conduct] constitute suf-
ficient grounds; and the statutory grounds include less serious criminal offences. In
particular, the combination of accepting any factual indication and including the plan-
ning stages of possible crimes [as sufficient grounds] means that these powers au-
thorise purely precautionary action in very early stages before an actual danger to
legal interests arises. As a result, the challenged provision not only accepts a lower
degree of probability and certainty, but also subjects the exercise of the powers to
relatively lenient standards as regards the underlying factual basis.

[.]

Moreover, the statutory framework is not fully in line with constitutional law with re-
gard to the procedural safeguards for protecting the privacy of telecommunications.
[...] While the provisions do set out obligations to document the implementation of
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surveillance measures and the destruction and deletion of data, similar documenta-
tion requirements are lacking for the sharing of data. As a result, data sharing cannot
be properly reviewed by the competent independent [oversight] bodies or the courts.

It is not possible to interpret the provisions in conformity with the Constitution. [...]
The legislator must enact new provisions that satisfy the constitutional requirements.

VII.
§ 3(7) of the Act is incompatible with Art. 10 of the Basic Law.

The provision is not per se objectionable under constitutional law. It obliges the re-
ceiving authorities to verify that they need the data shared pursuant to § 3(5) of the
Act for the purposes specified in § 3(3) of the Act. [...]

However, just like the provision governing the corresponding powers of the Federal
Intelligence Service, § 3(7) of the Act lacks an obligation to label the data; the legis-
lator must impose this obligation on the receiving authorities as a precaution safe-
guarding the purpose limitation regarding data use. Without such an obligation the
data and information stemming from intelligence measures under the Act could, after
their relevance to the purposes for which the data was shared has been verified pur-
suant to § 3(7) of the Act, be stored or merged with other data and information in such
a way that it is no longer identifiable as data obtained through strategic telecommuni-
cations surveillance. This would circumvent the purpose limitation set out in § 3(3) of
the Act.

Again, it is not possible to interpret the provision in conformity with the Constitution.
It is incumbent upon the legislator to bring the law in conformity with the Constitution.

VIIL.

§ 3(8) second sentence of the Act, which governs the requirement to notify affected
persons of the surveillance measures, is not compatible with the Basic Law.

1. It is not objectionable under constitutional law that § 3(8) first sentence of the Act
only provides for a limited form of notification of the persons under surveillance. Un-
der Art. 10(2) second sentence in conjunction with Art. 19(4) third sentence of the
Basic Law, it is permissible to refrain from notification if the restriction of the privacy
of telecommunications serves to protect the free democratic basic order or the exis-
tence or security of the Federation or of a Land. However, according to the Federal
Constitutional Court’s established case-law, this only applies on the condition that the
person affected be notified ex post as soon as it can be ruled out that notification
would jeopardise the purpose of the measure or the existence or security of the Fed-
eration or of a Land (cf. BVerfGE 30, 1 <31 and 32>). [...]

[..]

2. By contrast, § 3(8) second sentence of the Act violates Art. 10 and Art. 19(4) of
the Basic Law.
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Pursuant to this provision, the affected persons need not be notified if their data has
been destroyed by the Federal Intelligence Service or a receiving authority within
three months. [...]

[..]

The recording of the data in itself already constitutes an interference with the priva-
cy of telecommunications against which legal protection must in principle be afforded.
Yet it is the subsequent use of the data that has particularly severe consequences for
the affected persons. Therefore, refraining from notification of the persons affected
[by the surveillance measures] would be justified only if the collected data was de-
stroyed immediately due to its irrelevance and if no further steps were taken. As
§ 3(8) second sentence of the Act is not limited to these cases, it restricts Art. 10 and
Art. 19(4) of the Basic Law in a disproportionate manner.

As the provision can be rendered compatible with fundamental rights by means of
statutory amendments, it is not declared void but only incompatible with the Basic
Law. It is incumbent upon the legislator to bring the law in conformity with the Consti-
tution.

IX.

By contrast, the exclusion of recourse to the courts under § 9(6) of the Act is com-
patible with the Basic Law.

This provision has a constitutional basis in Art. 10(2) second sentence of the Basic
Law, which permits the exclusion of recourse to the courts for measures restricting
[the privacy of telecommunications] that serve to protect the free democratic basic
order or the existence or security of the Federation or of a Land, provided that re-
course to the courts is replaced by a review carried out by bodies and auxiliary bod-
ies appointed by Parliament. [...]

290

291
292

293

294

295

[..] 296-297

X.

The provisions on the destruction of data in § 3(6) and in § 3(7) second and third
sentence as well as in § 7(4) of the Act are also compatible with the Basic Law.

They satisfy the requirement following from Art. 10 of the Basic Law that data ob-
tained through interferences with the privacy of telecommunications be destroyed as
soon as it is no longer needed for the purposes justifying the interference. It is not
ascertainable that the provisions fall short of the required minimum protection.

The provisions are also not objectionable with regard to Art. 19(4) of the Basic Law.
The guarantee of effective legal protection does prohibit measures that would essen-
tially frustrate legal protection (cf. BVerfGE 69, 1 <49>). In cases in which it is possi-
ble to subject telecommunications surveillance measures carried out by the Federal
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Intelligence Service to judicial review, the requirement to destroy data that is no
longer needed must therefore be reconciled with the guarantee of legal protection in
such a way that this guarantee is not circumvented. The provisions are open to such
an interpretation.

[..]

XI.

§ 9(2) third sentence of the Act, which subjects the surveillance measures to over-
sight by the Article 10 Committee (G 10-Kommission), is incompatible with Art. 10 of
the Basic Law. It does not sufficiently guarantee that oversight extends to the entire
process of interception and use of the data. Without such an oversight regime, the
challenged provisions granting these powers cannot be upheld as constitutional. [...]

[..]

In view of the fact that the Fight Against Crime Act has considerably expanded the
Federal Intelligence Service’s surveillance activities, it must be ensured that the Arti-
cle 10 Committee is provided with the staff needed to effectively fulfil its mandate.
Moreover, it must be ensured that there is sufficient oversight also at the level of Land
administrations to the extent that data obtained through interferences with the privacy
of telecommunications is shared with Land authorities pursuant § 3(5) of the Act.

XIL.
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[-.] 305-308

Papier Grimm Klhling
Jaeger Haas Homig

Steiner
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